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II. CLAIM AMENDMENTS 

1 - 18. (Cancelled) 

19. (Currently amended) A method for determining a ciphering mode e fto be used in 
communication between a mobile communication network and a mobile station, the 
mobile station being capable of communication in at least one enciphered mode of 
communication and at least one unciphered mode of communication, the method 
comprising: 

monitoring at the mobile station control signals received from the mobile 
communication network fe rto detect a cipher mode contro l signa l c ommand 
message , the cipher mode control siqnol command message fef sctt i ng requesting 
the mobile station ifrto an start enciphering mode of communication : 
responsive to reception o f detection of a cipher mode control signa l command 
message in the monitored control signals from the mobile communication network, 
settift estartina enciphering in the mobile station into an enc i phered mode of 
communication and indicating to a user of the mobile station that the mobile 
communication network is configured to usc operating in an enciphered mode of 
communication , using a cipher mode indicator provided in the mobile station . 

20. (Cancelled) 

21. (Currently amended) A method according to claim 19, further comprising 
indicating to a user of the mobile station that the mobile communication network is 
configured to usc o perating in an unciphered mode of communication , using the cipher 
mode indicator provided in the mobile station, if no cipher mode control signal c ommand 
message is rccc i vcd detected at the mobile station in the monitored control signals 
received from the mobile communication network. 
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22. (Cancelled) 

23. (Previously presented) A method according to claim 19, comprising determining 
the ciphering mode to be used in communication between the mobile communication 
network and the mobile station during establishment of communication between the 
mobile communication network and the mobile station. 

24. (Previously presented) A method according to claim 19, comprising determining 
the ciphering mode to be used in communication between the mobile communication 
network and the mobile station prior to establishment of communication between the 
mobile communication network and the mobile station. 

25. (Previously presented) A method according to claim 24, comprising determining 
the ciphering mode to be used in communication between the mobile communication 
network and the mobile station by performing a location update procedure. 

26. (Previously presented) A method according to claim 19, comprising determining 
the ciphering mode to be used in communication between the mobile communication 
network and the mobile station during a communication handover procedure that 
occurs when the mobile station moves between a first part of the mobile 
communication network and a second part of the mobile communication network. 

27. (Cancelled) 

28. (Previously Presented) A method according to claim 19, further comprising 
indicating a change in ciphering mode to a user of the mobile station. 

29 - 30. (Cancelled) 
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31. (Previously Presented) A method according to claim 19, wherein the mobile 
station comprises a display unit, the method comprising indicating the ciphering mode 
used in communication between the mobile communication network and the mobile 
station to a user of the mobile station using the display unit. 

32. (Previously Presented) A method according to claim 19, wherein the mobile 
station comprises a light source, the method comprising indicating the ciphering mode 
used in communication between the mobile communication network and the mobile 
station to a user of the mobile station using the light source. 

33. (Previously presented) A method according to claim 28, wherein the mobile 
station comprises a display unit and an acoustic signal forming element, the method 
comprising indicating the ciphering mode used in communication between the mobile 
communication network and the mobile station to a user of the mobile station using the 
display unit and indicating a change in ciphering mode to a user of the mobile station 
using the acoustic signal forming element. 

34. (Previously presented) A method according to claim 32, comprising indicating a 
change in ciphering mode with a flashing light. 

35. (Currently amended) A method according to claim 28, comprising indicating a 
change in ciphering mode by causing a vibration battery to vibrate . 

36. (Currently amended) A method according to claim 19, wherein the mobile station 
comprises a radio resource management block, a cipher indicatienor memory block, and 
a user interface block, the method comprising maintaining a cipher mode indication 
data field in the cipher indication memory block, monitoring signals sent from the 
mobile communication network to the mobile station at the radio resource management 
block to determine whether said monitored signals comprise a cipher mode contro l 
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stgftal command message , wherein upon determining that said monitored signals 
comprise a cipher mode control siqnal c ommand message , the radio resource 
management block sets a value of the cipher mode indication data field in said cipher 
indication memory block to correspond with cipher indication data in said cipher mode 
contro l siqnol command message . 

37. (Currently amended 1 ) A method according to claim 36, wherein said cipher 
indicatiefior memory block makes an interrupt reguest m — responsive to a 
ehafiqe detectinq that a new value has been set in the cipher mode indication data field. 

38. (Currently amended) A method according to claim 37, wherein the user interface 
block detects said interrupt reguest and sends an inquiry about the cipher mode to the 
cipher indicatiefior memory block to i nquire about the state of the cipher mode 
i ndication data fie l d and the cipher indicatieftor memory block returns on indication of 
the state o fd ata on the cipher mode i nd i cat i on data ficld t o the user interface block in 
response to said inquiry. 

39. (Currently amended) A method according to claim 38, wherein the mob il e station 
comprises a cipher mode ind i cator and the user interface block controls sets the cipher 
mode indicator according t o sa i d ind i cation of the state of the ciphcr a mode 
corresponding to the ciphering data i nd i cat i on data f i e l d provided by the cipher 
indicator memory block . 

40. (Currently amended) A method according to claim 36, wherein the cipher 
indicatiefior memory block provides on indication of the state of the cipher mode 
indication data ficld sends cipher information to the user interface block when ever the 
state o f value in the cipher mode indicatieftor dota ficld memory block is changed. 
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41. (Currently amended) A method according to claim 40, wherein the mobile station 
compr i ses a cipher mode indicator and the user interface block controls sets the cipher 
mode indicator according to said indication of the state of the ciphcr a mode 
corresponding to the cipher information indication data fic l d provided by the cipher 
indicator memory block . 

42. (Currently amended) A method according to claim 36, wherein the user interface 
block sends rcpcatcd cipher mode inquirtesy messages to the cipher indicatteflor 
memory block about the state of the cipher mode indication data field, each inqu i ry 
being separated in time from the next bv a predetermined intcrval at regular intervals 
and the cipher indicatiefior memory block returns an ind i cation of the state of the cipher 
mode indicat i on data field in sends cipher information to the user interface block in 
response to each inquiry. 

43. (Currently amended) A method according to claim 42, wherein the mob i le stat i on 
comprises a cipher mode i ndicator and t he user interface block contro l s sets the cipher 
mode indicator according to said indicat i on of the state of the ciphcr a mode 
corresponding to the cipher information indication data ficld provided by the cipher 
indicator memory block . 

44. (Previously presented) A method according to claim 19, wherein the mobile 
station is capable of a first and a second type of communication, the method 
comprising indicating a ciphering mode of each of said first and second types of 
communication to a user of the mobile station. 

45. (Previously presented) A method according to claim 44, wherein the first type of 
communication is a telephone call and said second type of communication is a short 
message (SMS). 
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46. (Previously presented) A method according to claim 44, comprising indicating the 
ciphering mode of the first type of communication in a manner distinguishable from that 
used to indicate the ciphering mode of the second type of communication. 

47. (Previously presented) A method according to claim 44, further comprising 
indicating a change in ciphering mode of the first type of communication and indicating 
a change in ciphering mode of the second type of communication. 

48. (Previously presented) A method according to claim 19, wherein a first mobile 
station and a second mobile station are in communication with each other through at 
least one mobile communication network, the method comprising indicating the 
ciphering mode between the mobile communication network and the first mobile station 
to a user of the second mobile station. 

49-54. (Cancelled) 

55. (Previously presented) A method according to claim 19, comprising using the 
mobile station in communication with a terminal in a fixed line communication network, 
the method further comprising indicating a ciphering mode used in communication 
between the fixed line communication network and the terminal in the fixed line 
communication network to a user of the mobile station. 

56. (Previously presented) A method according to claim 55, wherein the mobile 
station sends an inquiry message to the terminal in the fixed line communication 
network to determine the ciphering mode used in communication between the fixed line 
communication network and said terminal in the fixed line network. 
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57. (Previously presented) A method according to claim 56, wherein if the mobile 
station does not receive a response to said inquiry message, the mobile station 
indicates that the ciphering mode is unknown. 

58. (Currently amended) A method according to claim 56, wherein if the mobile 
station receives a response to said inquiry message, but cannot interpret said response^ 
the mobile station indicates that the ciphering mode is unknown. 

59. (Currently amended) An apparatus for use w&kin a mobile station for 
determining a ciphering mode e fto be used in communication between a mobile 
communication network and the mobile station, the mobile station being capable of 
communication in at least one enciphered mode of communication and at least one 
unciphered mode of communication, the apparatus comprising: 

means for monitoring control signals received from the mobile communication 

network at the mobile station^ means for determining — if said — monitored 

s i gna l s comprise to detect a cipher mode contro l s i anal command message , said 
cipher mode contro l sionpl command message for sett i ng requesting the mobile 
station tftto a retart enciphering mode of communicat i on ; 
means for settm estartino enciphering in the mobile station i nto an enciphered 
mode of commun i cation responsive to rcception d etection of a cipher mode contro l 
sjenat command message in the monitored control signals from the mobile 
communication network; and 

meaft sa cipher mode indicator for indicating a ciphering mode to a user of the 
mobile station, satethe meafts cipher mode indicator being configured to indicate 
that the mobile communication network is configured to usc o peratino in an 
enciphered mode of communication if sa i d mon i tored s i gnals compr i sc responsive 
to detection of a cipher mode control signol command message in the monitored 
control signals received from the mobile communication network . 
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60. (Cancelled) 

61. (Currently amended) An apparatus according to claim 59, wherein said means 
for indicating o cipher i ng mode to a user of the mobile station arc t he cipher mode 
indicator is further configured to indicate that the mobile communication network is 
conf i gured to usc operating in an unciphered mode of communication if sa i d mon i tored 
signals do not comprise a no cipher mode control signal command message is detected 
in the monitored control signals received from the mobile communication network . 

62. (Previously Presented) An apparatus according to claim 59, wherein the 
apparatus is configured to determine the ciphering mode to be used in communication 
between the mobile communication network and the mobile station during 
establishment of communication between the mobile communication network and the 
mobile station. 

63. (Previously Presented) An apparatus according to claim 59, wherein the 
apparatus is configured to determine the ciphering mode to be used in communication 
between the mobile communication network and the mobile station prior to 
establishment of communication between the mobile communication network and the 
mobile station. 

64. (Previously Presented) An apparatus according to claim 63, wherein the 
apparatus is configured to determine the ciphering mode to be used in communication 
prior to establishment of communication between the mobile communication network 
and the mobile station by performing a location update procedure. 

65. (Cancelled) 
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66. (Currently amended) An apparatus according to claim 59, wherein said means 
for indicating a ciphering mode to o user of the mobi l e station c ipher mode indicator 
comprises a display unit. 

67. (Currently amended) An apparatus according to claim 59, wherein said means 
for i nd i cating a ciphering mode to o user of the mobile station c ipher mode indicator 
comprises a light source. 

68. (Currently amended) An apparatus according to claim 59, wherein the apparatus 
further comprises means for said cipher mode indicator is configured to indicatmge a 
change in ciphering mode to a user of the mobile station. 

69. (Currently amended) An apparatus according to claim 68, wherein said means 
for i ndicat i ng a change in c i phering mode to a user of the mobi l e station comprisc c ipher 
mode indicator is configured to indicate a change in ciphering mode bv causing an 
acoustic signal forming elemen t to produce an acoustic signal . 

70. (Currently amended) An apparatus according to claim 68, wherein said means 
for indicating a change i n ciphering mode to a user of the mobi l e station comprise 
cipher mode indicator is configured to indicate a change in ciphering mode by means 
for gencrating c ausing a vibration battery to vibrate . 

71 - 73. (Cancelled). 

74. (Currently amended) An apparatus according to claim 59, comprising a radio 
resource management block* and-a cipher indicatienoi memory block and a user 
interface block, the cipher mode indicator memory block comprising a cipher mode 
indication data field, the radio resource management block being configured to set a 
value of the cipher mode indication data field i n said cipher indication memory block to 
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correspond with cipher indication data in a cipher mode control siqna l c ommand 
message received from the mobile communication network. 

75. (Currently amended) An apparatus according to claim 74, wherein satdthe cipher 
indicatieftor memory block is configured to Isstt emake an interrupt request tfl-responsive 
to a chonqc d etectinq that a new value has been set in the cipher mode indication data 
field. 



76. (Currently amended) An apparatus according to claim 75, further compr i s i ng a 
user interface block, wherein the user interface block is configured to detect said 
interrupt request and to send an inquiry about the cipher mode to the cipher 
indicatteror memory block to inqu i re about the state of the c i pher mode i nd i cat i on data 
f4eJd-and the cipher indicationcr memory block is configured to return an indicat i on of 
the state of soid data on the cipher mode i nd i cat i on data fic l d t o the user interface block 
in response to said inquiry. 

77. (Currently amended) An apparatus according to claim 76, further compris i ng a 
cipher mode i ndicator, wherein the user interface block is configured to control set the 
cipher mode indicator according to said indication a mode corresponding to the 
ciphering data provided by the cipher indicator memory block . 

78. (Currently amended) An apparatus according to claim 74, further comprising a 
user i nterface block, wherein the cipher indicatteflor memory block is configured to 
provide an i ndication of the state of said cipher mode i nd i cation data flcld send cipher 
information to the user interface block when ever the state of said value in the cipher 
mode indicatteftor data fic l d memorv block is changed. 

79. (Currently amended) An apparatus according to claim 78, further compris i ng a 
c i pher mode i ndicator, wherein the user interface block is configured to contro lset the 
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cipher mode indicator accord i ng to soid indication a mode corresponding to the cipher 
information provided bv the cipher indicator memory block . 

80. (Currently amended) An apparatus according to claim 74, further comprising a 
user interface block, wherein the user interface block is configured to send 
rcpcatcd c ipher mode inquirtesy messages to the cipher indicatienor memory block 
about the state of the c i pher mode ind i cation dota field, each i nqu i ry being separated in 
time from the next bv a predeterm i ned intcrval at regular intervals and the cipher 
indicatienoi memory block is configured to return an ind i cat i on of the state of the 
cipher mode ind i cat i on data ficld send cipher information to the user interface block in 
response to each inquiry. 

81. (Currently amended) An apparatus according to claim 80, further compr i s i ng a 
c i pher mode indicator, wherein the user interface block is configured to control set the 
cipher mode indicator according to said ind i cation a mode corresponding to the cipher 
information provided bv the cipher indicator memory block . 

82. (Currently amended) A mobile station comprising apparatus for determining a 
ciphering mode e fto be used in communication between a mobile communication 
network and the mobile station, the mobile station being capable of communication in 
at least one enciphered mode of communication and at least one unciphered mode of 
communication, the apparatus comprising: 

means for monitoring control signals received from the mobile communication 

network at the mobile station^ means for determin i ng — i f sa i d — mon i tored 

signa l s comprise to detect a cipher mode control sional command message , said 
cipher mode contro l signa l command message for sctting requesting the mobile 
station mto af tstart enciphering mode of communication ; 
means for seftm astartino enciphering in the mobile station i nto an enciphered 
H-esponsive to rcccption d etection of a cipher mode contro l 
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stefta fcommand message in the monitored control signals from the mobile 
communication network; and 

mea ma cipher mode indicator for indicating a ciphering mode to a user of the 
mobile station, satethe meafts cipher mode indicator being configured to indicate 
that the mobile communication network is configured to usc operating in an 
enciphered mode of communication if sa i d monitored signals compr i sc responsive 
to detection of a cipher mode contro l s i ona l command message in the monitored 
control signals received from the mobile communication network . 

83. (Cancelled) 

84. (Currently amended) A mobile station according to claim 82, wherein said means 
for i ndicat i ng a cipher i ng mode to a user of the mobile stat i on arc t he cipher mode 
indicator is further configured to indicate that the mobile communication network is 
configured to usc o perating in an unciphered mode of communication if sa i d monitored 



in the control signals received from the mobile communication network . 

85. (Currently amended) A mobile station compr i sing apporotus for determ i ning a 
ciphering mode of communicat i on between a mob i le communication network and the 
mobile station, the mobile station being capable of communication in at least one 
enciphered mode of communication and at least one unciphered mode of 
communication, the mobile station comprising: 

means for monitoring control signals received from the mobile communication 

network at the mobile station; means for determ i ning — if sa i d — monitored 

signa l s comprise to detect a cipher mode control s i gnal command message : 
means for setting the mobile station into an enciphered mode of communication W 
said monitored signals comprisc responsive to detection of a cipher mode control 




mo. cipher mode control signa l command message is detected 
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stefta krommand message in the monitored control signals received from the mobile 
communication network : 

meaft sa cipher mode indicator for indicating a ciphering mode to a user of the 
mobile station, the cipher mode indicator compris i ng means for beina configured to 
indicatmge that the mobile communication network is configured to usc o peratino 
in an enciphered mode of communication — said — mon i tored — s i gnals 
comprisc responsive to detection of a cipher mode contro l sionol command 
message in the monitored control signals received from the mobile communication 
network and means for t o indicattftge that the mobile communication network is 
configured to usc operatino in an unciphered mode of communication if said 
mon i tored s i gnals do not comprise a no cipher mode contro l signol command 
message is detected in the monitored control signals received from the mobile 
communication network . 

86. (Currently amended) A mobile station according to claim 85, the mobile station 
comprising a radio resource management blocks and-a cipher indicatteflor memory block 
and a user interface block, the cipher mode indicator block comprising a cipher mode 
indication data field, the radio resource management block being configured to set a 
value of the cipher mode indication data field in said c i pher i ndication memory block 
i nto one of a first state and a second state, sa i d first state being indicative that the 
mob il e communication — network is configured to — use an — unciphered — mode of 
commun i cation and said second state being ind i cative that the mobi l e commun i cation 
network i s configured to use on enc i phered mode of communicat i on t o correspond with 
cipher indication data in a cipher mode command message received from the mobile 
communication network . 

87. (Currently amended) A mobile station according to claim 86, wherein said cipher 
indicatiefror memory block is configured to issuemake an interrupt request tft-responsjye 
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to o change d etecting that a new value has been set in the cipher mode indication data 
field. 

88. (Currently amended) A mobile station according to claim 87, further compris i ng o 
user interface block, wherein the user interface block is configured to detect said 
interrupt request and to send an inquiry about the cipher mode to the cipher 
indicatieftor memory block to inquire about the stotc of the c i pher mode indication data 
field-and the cipher indicattefioj; memory block is configured to return an i ndication of 
the state of said d ata on the cipher mode indication data ficld t o the user interface block 
in response to said inquiry. 

89. (Currently amended) A mobile station according to claim 88, wherein satethe 
user interface block is configured to control set soid moons for indicoting a cipher i ng 
mode to a user of the mobi l e station in response to sa i d ind i cation of the state of the 
c i pher mode indicat i on data fie l d the cipher mode indicator to a mode corresponding to 
the ciphering data provided by the cipher indicator memory block . 

90. (Currently amended) A mobile station according to claim 86, further comprising a 
user interface block, wherein the cipher indicatieflor memory block is configured to 
provide an i ndication of the stotc of said cipher mode indicot i on data ficld send cipher 
information to the user interface block when ever the stotc of soid v alue in the cipher 
mode indicatienor dota ficld memorv block is changed. 

91. (Currently amended) A mobile station according to claim 90, wherein satethe 
user interface block is configured to contro lset soid means for indicoting a c i phering 
mode to a user of the mobi l e station in response to said i ndicat i on of the stotc of the 
cipher mode indicot i on data field t he cipher mode indicator to a mode corresponding to 
the cipher information provided bv the cipher indicator memory block . 
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92. (Currently amended) A mobile station according to claim 86, further comprising q 



rcpcatcd c ipher mode inquirie sy messages to the cipher indicatiefior memory block 
about the state of the cipher mode ind i cation dota fie l d at regular intervals and the 
cipher indicatfonoi memory block is configured to return an i ndicat i on of the state of 
the c i pher mode i nd i cation data ficld send cipher information to the user interface block 
in response to each inquiry. 

93. (Currently amended) A mobile station according to claim 92, wherein saidthe 
user interface block is configured to contro lse t sa i d means for indicating a cipher i ng 




mode to a user of the mobi l e station in response to sa i d indication of the state of the 
c i pher mode ind i cation data field the cipher mode indicator to a mode corresponding to 
the cipher information provided bv the cipher indicator memory block . 

94. (Currently amended) A system for determining a ciphering mode efto be used in 
communication between a mobile communication network and a mobile station in the 
mobile communication network, the mobile station being capable of communication in 
at least one enciphered mode of communication and at least one unciphered mode of 
communication, the system comprising: 

means in the mobile communication network for determining whether an 
enciphered mode of communication is to be used in communication between the 
mobile communication network and the mobile station according to a setting of 
the mobile communication network; 

means in the mobile communication network for sending a cipher mode contro l 
siana teommand message from the mobile communication network to the mobile 
station in a situation where an enciphered mode of communication is to be used in 
communication between the mobile communication network and the mobile 
station, said cipher mode control signal command message for scttino requesting 
the mobile station mto aft start encipheredin g mode of communicat i on ; 




-wherein the user interface block is configured to send 
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means in the mobile station for monitoring control signals sent from the mobile 
communication network to the mobile station^ — mcons in the mobile station for 
determin i ng if soid mon i tored signals compr i se to detect a cipher mode control 
stefla fcommand message : 

means in the mobile station for settf wstartino enciphering in the mobile station 
mte — afl — enciphered — mode — of communicat i on — if said — mon i tored — s i gnals 
comprisc responsive to detection of a cipher mode control signal command 
message in the monitored control signals from the mobile communication 
network : and 

meaft sa cipher mode indicator in the mobile station for indicating a ciphering 
mode to a user of the mobile station, seethe fneafts cioher mode indicator being 
configured to indicate that the mobile communication network is conf i gured to 
use operatino in an enciphered mode of communication i f said mon i tored signals 
compr i sc responsive to detection of a cipher mode control s i gna l c ommand 
message in the monitored control signals from the mobile communication network . 

95. (Cancelled) 

96. (Currently amended) A system according to claim 94, wherein seethe mcons for 
indicating a c i phering mode to a user of the mobile stat i on arc cipher mode indicator js 
further configured to indicate that the mobile communication network is conf i gured to 
use operating in an unciphered mode of communication if said mon i tored signals do not 
compr i se o no cipher mode contro l signa l c ommand message is detected in the 
monitored control signals received from the mobile communication network . 

97. (Cancelled) 
98 - 121. (Cancelled) 
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122. (Currently amended) An apparatus for use in a mobile station for 
dotcrm i nina informinQ a user of the mobile station about a ciphering mode ef -used in 
communication between a mobile communication network and a mobile station, the 
mobile station being capable of communication in at least one enciphered mode of 
communication and at least one unciphered mode of communication, the apparatus 
comprising: 

o radio resource management block for monitoring signals sent from the mobile 

communication network to the mobi l e stat i on and for determ i ning if said 
mon i tored signa l s comprise a cipher mode control s i gna l ; 
a cipher indicator memory block comprising a cipher indication data field, the 
cipher indication data field having a value representative of an enciphering mode 
used in communication between the mobile communication network and the 
mobile station: 

a cipher mode indicator for indicating a ciphering mode to a user of the mobile 
station 7 ; and 

a user interface block, the user interface block being configured to set s atethe 
cipher mode indicator being configured to indicate that the mobile commun i cation 
network i s configured to use an enc i phered mode of commun i cat i on respons i ve to 
on indication from the radio resource management block that said mon i tored 
signals compr i se a cipher mode contro l signa l into a mode corresponding to the 
value of the cipher indication data field . 

123. (Cancelled) 

124. (Currently amended) An apparatus according to claim 122, comprising a radio 
resource management block, c i pher i ndication memory b l ock having a cipher mode 
i ndication data field, the radio resource management block being configured to set a 
value of the cipher mode indication data field of said cipher indicat i on memory block to 
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correspond with cipher indication data in a cipher mode control siqnol c ommand 
message received from the mobile communication network. 

125. (Currently amended) An apparatus according to claim 124, wherein saidthe 
cipher indicatienor memory block is configured to tsstt emake an interrupt request m 
responsive to a chanqc detectina that a new value has been set in the cipher mode 
indication data field. 

126. (Currently amended) An apparatus according to claim 125, further comprising a 
user interface block, wherein the user interface block is configured to detect said 
interrupt request and to send an inquiry about the cipher mode to the cipher 
indicatieflor memory block to inquire about the state of the cipher mode i nd i cation data 
f4eld-and the cipher indicattenor memory block is configured to return an i ndication of 
the state of so i d d ata on the cipher mode indication data fie l d to the user interface block 
in response to said inquiry. 

127. (Cancelled) 

128. (Currently amended) An apparatus according to claim 124, further comprising a 
user interface block, wherein the cipher indicatiewr memory block is configured te 
prov i de an i ndicat i on of the state of said cipher mode indication data ficld send cipher 
information to the user interface block when ever the state of soid value in the cipher 
mode indicatienor data f i cld memory block is changed. 

129. (Cancelled) 

130. (Currently amended) An apparatus according to claim 124, further comprising a 
user interface block, wherein the user interface block is configured to send 
rcpcatcd cipher mode inquirie sv messages to the cipher indicattenor memory block 
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obout the 5totc of the cipher mode ind i cation data field, each i nquiry being separated in 
time from the next by a predetermined interval at regular intervals and the cipher 
indicattefloi memory block is configured to return an indication of the state of the 
cipher mode indication data ficld s end cipher information to the user interface block in 
response to each inquiry. 

131. (Cancelled) 

132. (Currently amended) A mobile station capable of communication in at least one 
enciphered mode of communication and at least one unciphered mode of 
communication, the mobile station comprising: 

a radio resource management b l ock for mon i toring signals sent from a mob i le 

communicat i on network to the mob i le station and for determin i ng i f sa i d 
monitored signa l s comprise a cipher mode contro l s i gna l ; 
a cipher indicator memory block comprising a cipher indication data field, the 
cipher indication data field having a value representative of an enciphering mode 
used in communication between the mobile communication network and the 
mobile station; 

a cipher mode indicator for indicating a ciphering mode to a user of the mobile 
station 7 iand 

a user interface block, the user interface block being configured to set sate-the 
cipher mode indicator being configured to i ndicate that the mob i le commun i cation 
network i s configured to use an enc i phered mode of communication responsive to 
an ind i cation from the rodio resource monogement b l ock that said monitored 
signals comprise a cipher mode control s i gnal into a mode corresponding to the 
value of the cipher indication data field . 
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133. (Previously presented) A system according to claim 94, wherein the ciphering 
mode to be used in communication between the mobile communication network and 
the mobile station is specified by an operator of the mobile communication network. 

134. (Previously presented) A system according to claim 94, wherein communication 
between the mobile communication network and the mobile station takes place at least 
in part over a radio link. 

135. (Previously Presented) A system according to claim 94, wherein the mobile 
communication network is a GSM network. 

136. (Currently amended) A mobile station comprising: 

a radio resource management block configured to monitor control signals received 
from a mobile communication network aftd-to dctcrm i nc d etect whether said 



cipher mode command message for scttino requesting the mobile station Mo 
aestart encipherin g mode of communicotion ; 

a user interface block configured to control a cipher mode indicator to inform a 
user that the mobile communication network is configured to usc o perating in an 
enciphered mode of communication 7 responsive to dctcrminQt i on detection of a 
cipher mode command message by the radio resource management block-that 
said received s i gna l s comprise a cipher mode control s i gna l in the monitored 
control signals received from the mobile communication network . 

137. (Currently amended) A mobile station according to claim 136, wherein the user 
interface block is configured to control the cipher mode indicator to inform a user that 
the mobile communication network is configured to usc o perating in an unciphered 
mode of communication, respons i ve to determ i nation — byif the radio resource 
management block that said received signa l s d oes not comprisc d etect a cipher mode 




-a cipher mode control signa l command message, said 
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control signo l c ommand message in the monitored control signals received from the 
mobile communication network . 

138. (Previously Presented) A mobile station according to claim 136, wherein the 
mobile station is configured to determine a ciphering mode to be used in 
communication between the mobile communication network and the mobile station 
during establishment of communication between the mobile communication network 
and the mobile station. 

139. (Previously Presented) A mobile station according to claim 136, wherein the 
mobile station is configured to determine a ciphering mode to be used in 
communication between the mobile communication network and the mobile station 
prior to establishment of communication between the mobile communication network 
and the mobile station. 

140. (Previously Presented) A mobile station according to claim 139, wherein the 
mobile station is configured to determine the ciphering mode to be used in 
communication between the mobile communication network and the mobile station by 
performing a location update procedure. 

141. (Previously Presented) A mobile station according to claim 136, wherein the 
mobile station is configured to determine a ciphering mode to be used in 
communication between the mobile communication network and the mobile station 
during a communication handover procedure that occurs when the mobile station 
moves between a first part of the mobile communication network and a second part of 
the mobile communication network. 

142. (Previously Presented) A mobile station according to claim 136, wherein the 
mobile station is configured to inform a user of a change in ciphering mode. 
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143. (Previously Presented) A mobile station according to claim 136, wherein the 
cipher mode indicator is provided on a display unit of the mobile station. 

144. (Previously Presented) A mobile station according to claim 136, wherein the 
cipher mode indicator comprises a light source. 

145. (Previously Presented) A mobile station according to claim 136, wherein the 
mobile station is configured to indicate the ciphering mode used in communication 
between the mobile communication network and the mobile station using a display unit 
of the mobile station and to indicate a change in ciphering mode using an acoustic 
signal forming element of the mobile station. 

146. (Previously Presented) A mobile station according to claim 144, wherein the 
mobile station is configured to indicate a change in ciphering mode with a flashing light. 

147. (Currently amended) A mobile station according to claim 142, wherein the mobile 
station is configured to indicate a change in ciphering mode by causing a vibration 
battery to vibrate . 

148. (Currently amended) A mobile station according to claim 136, wherein the mobile 
station comprises a cipher indicatienor memory block , the cipher mode indicator 
memory block comprising a cipher mode indication data field and the radio resource 
management block is configured to set a value of athe cipher mode indication data field 
of the c i pher indication memory b l ock t o correspond with cipher indication data in a 
cipher mode control signal c ommand message received from the mobile communication 
network. 
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149. (Currently amended) A mobile station according to claim 148, wherein the cipher 
indicattengi memory block is configured to tssa emake an interrupt request m-responsive 
to a chanoc detectino that a new value has been set in the cipher mode indication data 
field. 

150. (Currently amended) A mobile station according to claim 149, wherein the user 
interface block is configured to detect said interrupt request and to send an inquiry 
about the cipher mode to the cipher indicattenor memory block to inquire about the 
state of the cipher mode i nd i cation dato field and wherein the cipher indication 
memory block is configured to return an ind i cation of the state of data_on the cipher 
mode indication data ficld t o the user interface block in response to said inquiry. 

151. (Currently amended) A mobile station according to claim 150, wherein the user 
interface block is configured to contro lset the cipher mode indicator accord i ng to sate 
indicat i on a mode corresponding to the ciphering data provided bv the cipher indicator 
memory block . 

152. (Currently amended) A mobile station according to claim 148, wherein the cipher 
indicattenor memory block is configured to prov i de on indication of the state of said 
c i pher mode indicat i on data fic l d send cipher information to the user interface block 
when ever the state of said said the value in the cipher mode indicattenor data 
fie tememory block is changed. 

153. (Currently amended) A mobile station according to claim 152, wherein the user 
interface block is configured to contro lset the cipher mode indicator according to sate 
i nd i cation a mode corresponding to the cipher information provided by the cipher mode 
indicator memory block . 
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154. (Currently amended) A mobile station according to claim 148, wherein the user 
interface block is configured to send rcpcotcd cipher mode inquirte sy messages to the 
cipher indicatiefior memory block about the state of the cipher mode indication data 
field, each inquiry being separated in time from the next by a predetermined intcrvo lal 
regular intervals and wherein the cipher indicatiefigi memory block is configured to 
return an indicat i on of the state of the c i pher mode indication data ficld send cipher 
information to the user interface block in response to each inquiry. 

155. (Currently amended) A mobile station according to claim 154, wherein the user 
interface block is configured to contro lset the cipher mode indicator according to sate 
i nd i cotion a mode corresponding to the cipher information provided bv the cipher 
indication memory block . 

156. (Currently amended) An apparatus for use within a mobile station, the apparatus 
comprising: 

a cipher indication memory block comprising a cipher mode indication data field, 

the cipher mode indication data field for holding cipher indication data indicative of 

a ciphering mode used in communication between a mobile station and a mobile 

communication network; and 

an output for providing the cipher indication data to a user interface block of the mobile 
station responsive to a cipher mode enquiry from the user interface block. 
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